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Tom tat

Mang tiry bién di dong (Mobile Ad-hoc Network - MANET) ra doi tir nhitng nam
1970, hién tai dwoc su dung rong rdi de phuc vu trong doi séng xd hoi. Tuy nhién, tan cong
16 den I mot hiém hoa trong mang MANET. Cac nut doc hai thuc hién hanh vi gia mao
tuyén dwong 16t nhat dé nhdn cdce géi tin tir nit nguon giri va xéa cdc goi nhan dwoce. Trong
bai bdo nay, ching téi nghién ciru, phdn tich tan cong 16 den trén giao thirc AODV. Sir
dung hé mo phong NS2, chiung t6i so sanh, danh gia hiéu nang trong cdc kich ban mang bi
tan céng 16 den. Két qua mé phong cho thay & kich ban cdc it mang di chuyén ngdu nhién
6 hiéu néng tot hon cdc mit mang dimg yén cé dinh & ti 1é phdn phdt goi tin thanh cong va
dé tré trung binh tuy c6 sw chénh léch nhung khéng déng ké.
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Abstract

Mobile Ad-hoc Network (MANET) emerged in the 1970s and is currently widely
utilized in social domains. However, black hole attacks pose a significant threat to
MANETs. Malicious nodes engage in route falsification to intercept packets from the source
node and discard received packets. In this paper, we investigate and analyze black hole
attacks on the AODV protocol. Using the NS2 simulation framework, we compare and
evaluate the performance in scenarios where the network is subjected to black hole attacks.
Simulation results demonstrate that in scenarios with randomly moving network nodes, the
performance in terms of successful packet delivery ratio and average delay is superior to
scenarios with stationary nodes, despite slight variances that are not substantial.
Keywords: MANET, AODYV, black hole attack, protocol, routing

1. Giéi thiéu nao. Do vay, MANET duoc Ung dung rong

MANET la mang khong day, cic 1 “¢ noi chwa cé ha tang mang, nhitng
nut ty tri, ty quan ly. M3di nut doéng vai tro khu vuc cd'p bach khong on dinh nhue: ciu
vua la router cé chic nang dinh tuyén, vira ho, du phong va cuu tro thién tai, quan su,
12 mot host. M6 hinh mang thuong xuyén  y é.” (H. Jeroen, M. Ingrid, D. Bart, and D.
thay doi va khong c6 bat ky co so ha tang  Piet, 2004).
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An ninh mang MANET luén 1a dé
tai dugc cdc nha nghién ctu quan tam.
“Nhiéu céng trinh nghién ciru cdc gidi
phdp dam bdo an ninh, chéng tan céng
trong MANET duwoc thuc hién.” (Mai
Cudng Tho, V5 Thanh Ta, 2021). Tn cong
16 den, mot hinh thic tin cong, khi céac
“nut doc hai giit tai nguyén cua minh,
nhung chiém tai nguyén cia mit khac” (N.
Luong Thai and T. Vo Thanh, 2014) bing
cach gia mao tuyén duong di tot nhat, it chi
phi nhat dén dich.

Tai ting mang, giao thitc AODV la
mot giao thirc dinh tuyén chuan, tuy nhién
ton tai nhiéu 16 hong. Tan cong 16 den da
khai thac va thyc hién viéc tin cong, pha
hoai mang MANET.

Bai béo trinh bay tan cong 16 den &
hai kich ban: cdc nit mang dimg yén ¢ vi
tri ¢d dinh, cac nat mang ¢ mdt vi tri ban
dau va di chuyén ngiu nhién. Pong thoi,
danh gia va dua ra lya chon tdt khi trién
khai xdy dung hé¢ théng mang MANET.
Thyc hién bang mo phong trén NS2, dung
giao thirc dinh tuyén AODV.

2. Giao thirc dinh tuyén AODV

Giao thirc dinh tuyén AODV, la
giao thic dinh tuyén phan tng tiéu biéu,
“dinh tuyén theo yéu cau” (Mai Cudng
Tho, V& Thanh T, 2021). Nut ngudn chi
kham phé tuyén khi can dinh tuyén dir liéu.
Co ché kham pha tuyén cia giao thic
AODV sir dung gbi “yéu cau tuyén (RREQ)
va goi tra 1oi tuyén (RREP)” (Luong Thai
Ngoc, Vo Thanh Tu, 2016), géi HELLO va
g6i bao 15i tuyén (RRER) str dung dé duy
tri tuyén.

Qua trinh kham phd tuyén cua
AODV trai qua hai giai doan: Yéu cau
tuyén va tra 1oi tuyén. Nut ngudn thyc hién
yéu cdu tuyén bing cich quang ba goi
RREQ, nut dich (hoac nut trung gian) tra
10i tuyén bang cach gui don hudng goi
RREP. Hinh 1, hinh 2 minh hga qua trinh
kham pha tuyén va bao tri tuyén trong giao
thuc AODV.

Nut nguon

Nut dich
---------------- Network link
— > Route Request
RRE
_______ , RREQ

Hinh 1. Qud trinh khdm phd tuyén

Nut neuon

Nut dich

_______ ><...._

— > RoutefromAtoB

Broken link

Route error RREP

Hinh 2. Qud trinh béo tri tuyén
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3. Tan cong 1§ den (Blackhole Attack)
vao giao thirc AODV trén mang MANET

“Giao thirc AODV tdp trung chinh
vao chirc ndng khdm phd tuyén va chwa cé
co ché an ninh trong qud trinh kham phd
fuyén.” (Mai Cuong Tho, V6 Thanh Tu,
2021). Cac nit ngudn chdp nhén tat ca géi
RREP nhén dugc dé cap nhat dudong di méi
néu thoa hai diéu kién 14 tuyén dudng vira
kham pha du méi va chi phi tot nhat. Pay 1a
16 héng, tin tic khai thac, thuc hién cac
cudc tAn céng mang: “black hole, sink hole,
gray  hole, worm  hole,  flooding,
whirlwind.” (Luwong Thai Ngoc, Vo Thanh
Ta, 2016).

Tan cong 16 den vao giao thirc
AODYV, nut doc hai khi nhan géi RREQ,
ngay lap tuc tra 101 géoi RREP véi ndi dung
gia mao rang n6 c6 duong di moi nhat va
ngin nhit dén nat dich. Nhu vay 16 trinh
dén nat dich duoc thiét 1ap va di qua nut
doc hai ma khong thuc hién viéc kiém tra
bang dinh tuyén xem cé tuyén dudng nao
dén dich khong truéc khi cac nit khac giri
cac bang tin tra 161 tuyén. Ludng dit liéu
truyén tir nit ngudn dén nut dich sé& bi nat
doc hai x6a bo hoan toan.

RREP
< -

™= 7 R —— @

x° RREQ

Nut dich

Nut nguén

Hinh 3. Minh hoa khim phd tuyén khi
khéng cé tan céng 16 den, mit nguon A, mit
dich C

Tan cong 16 den vao giao thirc
AODV ciing nhu céc giao thirc dinh tuyén
khac, nit doc hai thyuc hién hanh vi qua /hai
giai doan. “Giai doan 1, nut doc hai quang
cdo véi it nguon minh cé tuyén dwong dén
dich véi chi phi tot nhat. Niit nguon Idp tire

bi ddnh lira va thiét ldp tuyén dén dich
thong qua nut doc hai. Giai doan 2, nut doc
hai nhén tat ca goi tin tir nit nguon chuyén
dén va xéa bé tat ca.” (Luong Thai Ngoc,
V6 Thanh T, 2016). Hinh 3, hinh 4 minh
hoa qua trinh kham pha tuyén khi khong co
va c¢6 nut doc hai thuc hién tAn cong 16 den.

RREQ
o, ()

\ RREQ
e
RREpP gia

RREP gia

Hinh 4. Minh hoa tén cong 16 den, nit ddc
hai H, nit nguon A, nit dich C

4. Panh gia két qua bing mé phéng

A. Théong s6 md phong

Chung t6i tién hanh mo phong hai
kich ban c6 nat doc hai thuc hién tn cong
16 den trong “hé mé phong NS2.” (Vo
Thanh Tu, Luong Thé Ngoc, Lé Vi, Lé
Quang Minh, Nguyén Thi Thily Linh, Tran
Kim Huwong, 2020). Kich ban tht nhit véi
cac nit mang ding yén hinh ludi, kich ban
thr hai, cdc nut mang démg & vi tri ban dau
hinh ludi va di chuyén ngau nhién. Két qua
mo phong s€ cho ra hai file: *.nam va *.tr.
File *.nam trinh bay cach thuc cac phuong
tién giao tiép, file *.tr luu vét di chuyén va
truyén tin cic phuong tién trong kich ban.
Panh gia tré trung binh va ti 1& chuyén goi
thanh cong. Hinh 5, hinh 6 minh hoa kich
ban mé phong tin cong 16 den vao giao
thtc AODV véi cac nit mang dung yén
hinh luéi va di chuyén ngiu nhién.

Hinh 5. Niit mang di chuyén ngau nhién



100

Tap chi Khoa hoc — Truong Dai hoc Phu Yén, S6 32 (2023), 97-101

Hinh 6. Nut mang ding yén hinh luoi

Bing 1. Tham s6 mé phong kich ban 1

Théng so Gia tri
Tang MAC 802.11
Khu vyc dia ly (m) 900 x 900
Thoi gian mo6 phong (s) 100
S6 nat mang 50
S6 lwong nut 15 den 1
T6-p6 mang Ludi
Téc do di chuyén Dung yén
S6 két nbi 10 UDP
Ngudn sinh luu lugng CBR
Kich thudc goi tin 512 byte
Téc d6 phat 4 goi/gidy
Giao thirc dinh tuyén AODV

Bing 2. Tham s6 mé6 phong kich ban 2

Théng sb Gia tri
Tang MAC 802.11
Khu vyc dia ly (m) 900 x 900
Thoi gian mo6 phdng (s) 100
S6 nut mang 50
S6 lugng nit 16 den 1
T6-pd mang Ludi
Téc d6 di chuyén 1..10(m/s)
S6 két néi 10 UDP
Nguodn sinh luu lugng CBR
Kich thudc goi tin 512 byte
Téc d6 phat 4 goi/gidy
Giao thire dinh tuyén AODV

B. Két qua mé phong
1. P4 tré trung binh.

Hinh 7. D¢ tré trung binh cua kich ban 1

Hinh 8. D tré trung binh kich ban 2
Qua két qua mo phong thé hién &
hinh 7 va hinh 8, ta nhan thdy & kich ban 1,
véi cac nit mang dung yén hinh ludi co6 do
tré trung binh 0.06ms thip hon so véi kich
ban 2 v6i cic nut mang di chuyén ngiu
nhién c6 do tré trung binh 0.08ms.
2. Ti 1¢ phan phat géi tin thanh
cong

Hinh 9. M6 ta s6 heong goi tin bi mat &
kich ban 1

Hinh 10. M6 ta s6 lwong géi tin bi mat &
kich ban 2
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Hai kich ban cho thay cé su chénh
1éch vé g6i tin bi mat. Kich ban 1, s6 goi tin
bi mat 1a 8479 trén 10.222 gobi tin giri. O
kich ban 2, s goi tin bi mit 7292 trén
10.029 goi tin gui.

tri ban d4u hinh luéi di chuyén ngiu nhién
tuy do tré cao hon nhung khong dang ké, co
ti 16 phan phat goi thanh cong tét hon rét
nhiéu so véi kich ban cac nat mang dung
yén, ¢d dinh hinh ludi. Didu nay khang

3. Bang danh gia két qua dinh rang viéc trién khai hé théng mang

Kich D6 tré trung | Ti 1é phan phat MANET khi cac niit mang di chuyén néu
ban binh (ms) g0i tin thanh c6 tan cong mang xay ra, cu thé 13 tin cong

cong (%) 16 den thi hé théng mang MANET hiéu qua
Kich 0.0604 17.1 hon mdi truong cac nit mang dung yén. Tu
ban 1 d6, gop phan dong gop thém giai phap toi
Kich 0.0801 27 wu dé xay dyng hé théng mang MANET.
ban 2 Trong thoi gian toi, chung toi sé& tiép tuc

e a nghién ctu cac hinh thtc tin cong khac
5. Két luan

Bai b4o da trinh bay hinh thuc tn
cong 16 den vao giao thic AODV trong
mang MANET. Két qua hai kich ban mé
phong ta thdy kich ban cac nut mang & vi

nhu: tdn cong ngap lut, 15 sdu, 15 xam va
tim giai phap khic phucQ
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